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Abstract
Fog computing, as an extension of cloud computing to corporate networks, facilitates communication between endpoint 
devices and data centers for processing, storing, and utilizing network services. With the increasing adoption of cloud 
storage by individuals and corporations, information security has become a growing concern. This diverse range of 
capabilities raises security issues related to data, reliability, privacy, and network communication. This paper extensively 
examines safety concerns and various techniques within fog computing designed to address these challenges. It introduces 
a technological taxonomy, categorizing fog security concerns and their solutions into three main areas: network service, 
data processing, and privacy. The study surveys current literature to identify security-focused research approaches and 
associated fog computing solutions, analyzing them from analytical and statistical perspectives. The document delves into 
server issues and explores the pros and cons of suggested cloud protection strategies. Drawing on the findings, the paper 
puts forward proposals to tackle fog computing security issues. Finally, it outlines future research directions aimed at the 
development, deployment, and maintenance of fog systems, taking into consideration existing challenges.
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1  Introduction

The evolution of virtualization as a robust platform has 
effectively met the increasing demand for processing data 
from end-users through cloud services and storage [1]. The 
surge in connecting devices and applications stemming 
from the Internet of Things (IoT), such as smartphones, 
gadgets, and Google Glass, has become more pronounced 
in recent years [2]. This heightened connectivity often leads 
to congestion when numerous devices are linked to cloud 
service facilities.

While cloud computing has the potential to enhance 
various quality-of-service components, including frequency 
band, confidentiality, latency, capacity, response speed, 
security, and computation [3, 4], challenges arise when 
dealing with the congestion caused by the multitude of con-
nected devices. The architecture of fog computing emerges 
as a promising solution, supporting the IoT principle by 
facilitating communication and interaction among almost 
all nodes and devices. This fog computing paradigm holds 
significant promise for both academia and industry, offering 
a substantial approach to address the issues mentioned in 
[5].

Fog computing plays a crucial role in processing data 
collected from the Internet of Things (IoT), with a focus on 
minimizing latency through the use of network devices [6]. 
Within fog environments, the components located at the end 
of diverse networks are commonly referred to as fog nodes. 
These nodes encompass local area networks, edge routers, 
routers, switches, gateways, and a dedicated network cloud 
[7]. The network cloud facilitates the uniform and efficient 
management of resources, including networking, storage 
allocation, and computing [8]. Fog nodes have the capabil-
ity to construct comprehensive edge devices and frequently 
handle the associated data in IoT scenarios. The cloud can 
be integrated seamlessly with existing processes and appli-
cations [9]. However, various threat scenarios arise due to 
the lack of trustworthy technology, especially in program-
ming networks within these clouds, providing potential 
platforms for attackers. Research on fog computing is ongo-
ing, and numerous tutorials and review papers have been 
published over the past several years to contribute to the 
understanding of this evolving field.

Several reports on independent fog computing frame-
works and architectures have been published, focusing on 
various applications within the Internet of Things (IoT) 
[10–12]. These frameworks often address security features 
critical for life safety systems [13]. However, the inherent 
variability, mobility, and extensive geographic distribution 
of fog present challenges for effective study using current 
methodologies [14]. Trust and dependability issues in a 
fog computing environment arise from concerns such as 

unauthorized access, data breaches, compromised devices, 
malicious attacks, and overall system integrity. Address-
ing these challenges necessitates the development of new 
security approaches tailored specifically to fog computing 
to mitigate trust-related problems. The existing literature 
lacks a well-defined categorization of security frameworks 
and measures for different aspects of the fog environment.

1.1  Scope of this Review

Given the rapid evolution of fog computing and the emer-
gence of new security challenges and solutions, this paper 
specifically focuses on the security dimension of fog com-
puting. The scope of this review is limited to three major 
aspects: network security, data security, and privacy preser-
vation in fog environments. To provide clarity and novelty, 
we establish a taxonomy that not only organizes existing 
threats and defenses but also identifies gaps in current 
approaches, including underexplored areas such as insider 
threats and lightweight cryptography. Unlike earlier surveys 
(e.g., Singh 2021), this paper positions itself through a tax-
onomy + gap analysis framework, ensuring researchers and 
practitioners gain both a structured categorization and clear 
directions for future work.

1.2  Research Motivation

Cloud computing was introduced as a new informatics para-
digm and as the bridge to digital network infrastructure and 
edge devices or IoT devices. The Cisco service provider cre-
ated fog computing to support the most users and flexible 
services with the fewest resources instead of cloud comput-
ing. However, during the early phases of its implementa-
tion, especially in IoT, several challenges were encountered, 
including delay, trust, security, attacks, threats, and privacy. 
Therefore, the primary difficulties of the fog computing 
paradigm concern privacy. When foggy, the critical com-
puter components are typically adequately evaluated based 
on every operational criterion, both endpoints and access 
points. Characteristics like blockchains, artificial intelli-
gence, and SDN are considered to address the security issue 
in fog computing.

The presented study intends to review the state-of-the-
art security issues related to fog computing across network, 
data, and privacy layers and provide an updated taxonomy 
that reflects both existing solutions and unexplored gaps. By 
doing so, it offers valuable insights into ongoing challenges 
and outlines potential directions for researchers and applica-
tion developers.
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2  Literature Review

Recent studies on fog security highlight diverse approaches 
but also reveal fragmentation in focus. In [15], the authors 
provide a taxonomy-driven analysis of fog monitoring chal-
lenges, proposing a structured framework to address QoE 
and SLA concerns. While valuable, this taxonomy remains 
largely infrastructure-centric, overlooking emerging issues 
like insider threats. Complementing this [16], emphasizes 
ecosphere diversification and the role of IDS for detecting 
DoS/DDoS attacks. Although IDS is widely recognized, its 
computational cost raises contradictions when applied to 
resource-constrained fog environments.

Several works examine fog’s relationship with cloud 
and edge. For example [17], explores fog computing’s 
implementation alongside cloud infrastructures, highlight-
ing QoS, security, and bandwidth allocation, while [18] 
categorizes secure data collection at the cloud layer. These 
works underscore fog’s role in improving performance, yet 
they provide limited insight into privacy-preserving meth-
ods specific to distributed architectures. Similarly [19], and 
[20] extend this discussion to encryption, authorization, and 
resource utilization but stop short of addressing lightweight 
cryptographic methods tailored for fog’s constraints.

Beyond general frameworks, some studies propose novel 
computational and architectural solutions. In [21], security 
management is approached using Analytic Hierarchy Pro-
cess (AHP) combined with neutrosophic set theory, offering 
a rigorous multi-criteria decision-making framework. How-
ever, its complexity may hinder adoption in highly dynamic 
fog environments. In contrast [22], introduces an IDS-based 
defense against Advanced Persistent Threats in mobile fog 
systems, leveraging machine learning for detection with 
notable accuracy, though such solutions still face deploy-
ment challenges due to training overhead.

Emerging paradigms integrate blockchain and collab-
orative intelligence into fog security. For instance [23], 
proposes a blockchain-based authentication scheme for traf-
fic light systems, demonstrating resilience and low latency. 
Similarly [24], presents NADA, a machine learning-based 
architecture for detecting DoS/DDoS attacks, which 
achieves high accuracy but raises questions of scalabil-
ity under massive IoT-fog deployments. In the healthcare 
domain [25], introduces FC-SEEDA, an energy-efficient 
secure data aggregation scheme for IoHT. While effective in 
conserving energy and safeguarding sensitive health data, 
it illustrates the trade-off between computational overhead 
and security strength.

Taken together, these studies underscore significant prog-
ress in authentication, intrusion detection, and blockchain-
based security in fog environments. However, critical gaps 
remain. First, lightweight cryptographic approaches suitable 

for constrained fog nodes are rarely explored. Second, 
insider threats and multi-tenant privacy issues are under-
represented in existing taxonomies. Finally, contradictions 
persist—for example, IDS solutions that improve detection 
accuracy often conflict with fog’s low-latency and low-
power requirements. This synthesis indicates the need for 
future work that balances strong security with fog’s inher-
ent limitations, bridging the gap between theoretical models 
and deployable solutions.

2.1  Main Contributions

The major contributions of this literature review are sum-
marized as follows:

	● Provides a structured thematic synthesis of prior re-
search, grouping studies into key fog security domains 
such as authentication, access control, intrusion de-
tection, privacy-preservation, trust management, and 
blockchain-based approaches, rather than presenting 
them as isolated works.

	● Establishes a comparative classification system that ana-
lyzes security challenges across ten categories: authen-
tications, access control attacks, data distribution, data 
processing, user privacy, location privacy, trust man-
agement, virtualization, detection systems, and packet 
forwarding.

	● Critically evaluates the trade-offs and contradictions 
identified in the literature (e.g., balancing energy ef-
ficiency with latency, or strong encryption with con-
strained fog resources), offering a clearer understanding 
of current limitations.

	● Identifies research gaps such as insider threats, light-
weight cryptography, and homomorphic encryption for 
fog environments, which remain underexplored in the 
existing body of work.

	● Highlights future research directions by outlining unre-
solved issues and emerging approaches, thereby guid-
ing researchers toward more fog-specific and scalable 
security solutions.

2.2  Research Methodology and Evaluation

To fulfill the purpose of this review, the study was structured 
to respond to the following key research questions:

	● What are the critical security challenges faced by fog 
computing systems, beyond those inherited from cloud 
environments?

	● What are the strengths and weaknesses of existing 
fog security mechanisms, particularly in addressing 
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and institutions, with one of the more general definitions 
provided by [28].

As stated by its declaration, fog computing is A geograph-
ically distributed computing architecture with a resource 
pool that consists of one or more ubiquitously connected 
heterogeneous devices at the edge of the network (includ-
ing edge devices) and is not exclusively seamlessly backed 
by Cloud services to collaboratively provide elastic compu-
tation, storage, and communication (as well as many other 
new services and tasks) in isolated environments to a large 
user base. The use of the cloud environment was defined in 
[29] as a scenario where a large number of heterogeneous 
(wireless and occasionally autonomous), ubiquitous, and 
decentralized devices communicate and potentially cooper-
ate among themselves and with the network to perform stor-
age and processing tasks without the involvement of third 
parties. These responsibilities could include starting new 
programs and services or staying on top of crucial network 
activities. Users benefit from renting some of their gear to 
host these services.

The International Cloud Initiative defines fog comput-
ing [30] as a system-level horizontal architecture that dis-
tributes resources and services, encompassing processing, 
storage, control, and networking, from the Cloud to Things. 
Cloud computing provides efficient services and compact 
storage across storage systems for edge routers. Edge com-
puting typically relates to location, while fog computing 
involves deploying storage resources, computation, and 
service communication on or near devices under the con-
trol of end consumers. Fog computing facilitates Internet 
of Things (IoT) operations by connecting a vast number 
of devices across the internet. It features advantages such 
as response time, contextual awareness, mobility support, 
extensive sensor networks, numerous nodes, real-time inter-
action, and dominance in wireless access. Various systems, 
including parking systems, traffic flow, and the healthcare 
industry, benefit from monitoring and improvement through 
fog computing. The technology contributes to user-centric 
data delivery, supports IoT and mobility, reduces network 
congestion, provides excellent scaling capabilities, allows 
future cloud integration, and enhances data processing and 
distribution efficiency.

Despite its numerous benefits, fog computing has signifi-
cant drawbacks that warrant careful consideration. It intro-
duces network complexity, leading to increased business 
overhead. Nonetheless, it offers an improved administrative 
procedure and seamless consumer interaction, constituting 
a software and electronics system with very low latency for 
monitoring, controlling, and analyzing data. Additionally, 
fog computing does not provide lasting capacity, reduces 
demand on the cloud, and cuts costs by eliminating unnec-
essary data from its computational storage [31].

distributed trust, multi-tenant environments, and re-
source-constrained devices?

	● How do current approaches handle privacy concerns 
(e.g., data confidentiality, location privacy, user identity 
protection), and what contradictions or trade-offs exist 
among them?

	● Which areas remain insufficiently addressed (e.g., in-
sider threats, lightweight encryption, homomorphic 
encryption), and what directions should future research 
pursue?

	● Databases searched: IEEE Xplore, ACM DL, Springer-
Link, Elsevier, Web of Science.

	● Date range: 2015–2025.
	● Search strings: “fog computing security,” “fog attacks,” 

“fog privacy,” “fog authentication,” etc.
	● Inclusion criteria: peer-reviewed works addressing fog/

edge security.
	● Exclusion criteria: works focused solely on cloud/edge 

without fog relevance.
	● Screening process: two-phase review (title/abstract 

screening followed by full-text analysis).

The primary data sources include IEEE Xplore and Web of 
Science, ensuring broad coverage of peer-reviewed works. 
Studies were categorized thematically (authentication, pri-
vacy, intrusion detection, blockchain-based security, etc.), 
and compared to highlight contradictions, complementari-
ties, and gaps. This systematic approach ensures that the 
review moves beyond a descriptive summary and provides 
a critical synthesis that reflects both the current state and 
future trajectory of fog security research.

3  Overview of Fog Computing

Cisco Systems introduced the term “fog computing” in 
2011, not as a replacement for cloud computing but as a 
system developed to address gaps in services that occur in 
close proximity [26]. Unlike the ethereal nature of clouds 
in the sky, fog generally occurs near the ground. In contrast 
to the cloud, which serves nearby end-users, fog computing 
positions itself to offer services close to users, addressing 
their needs rapidly. However, fog computing has occasional 
access to resources and provides limited processing capac-
ity. Fog computing is a technique that involves storing and 
processing model data by concentrating it in hardware near 
the network’s edge, rather than relying solely on the web 
[27]. In essence, it is a simulated environment that com-
plements cloud computing data centers, where end nodes 
transmit storage and connectivity resources not explicitly 
situated at the network’s edges, according to Cisco Systems. 
Various definitions of fog computing exist among academics 
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This architecture uses fog to connect the device tier of 
data-generating resources for processing and storing 
with the computational cloud resources. Mobile and sta-
tionary devices are the two main categories in the device 
tier [32]. Routers, gateways, bridges, switches, and base 
computing devices, such as local servers, develop the 
network hardware in the fog tier. The cloud tier serves 
as a platform for processing and storage in a three-tier 
system. Access to the cloud, which has lots of process-
ing and storage capacity, is available worldwide.

	● The two-tiered fog-device architecture makes up the 
construction of fog computing and devices. With this 
concept, fog nodes coordinate the delivery of a range 
of services without the interference of cloud servers. 
In comparison, in a cloud-fog-device architecture, fog 
nodes investigate and prepare the information obtained 
by internet devices before routinely providing a data 
summary to the cloud in line with the internal hierar-
chical structure. Fog can process, transfer, and store the 
data from mobile or fixed devices that are a part of the 
device layer in the two-tier architecture [33]. The tiers 
are connected via arrange of connection technologies, 
such as wired connections, broadband connections, or 
combinations of both [34].

Fog nodes are crucial to the general operation of fog com-
puting because they collect data from many sources for 
subsequent cleaning. Furthermore, fog computing may be 
categorized into the following layers: physical and virtual-
ization layer, monitoring layer, pre-processing layer, tem-
porary storage layer, security layer, and transit layer. An 
illustration of the six-layer architecture of fog computing 
[35] is provided in Fig. 3.

3.1.1  Physical and Virtualization Layer

This layer contains various virtual networks, sensor net-
works, and physical structures. Different types of centrally 
dispersed sensors are employed to monitor the environment 
and share data they gather to higher levels through channels 
to be processed and filtered appropriately. Numerous gad-
gets, such as smart homes, appliances, et al., may produce 
these data.

3.1.2  Monitoring Layer

This layer monitors and tracks resource usage, sensor and 
fog node availability, and network components. The com-
ponent of resource demand checks the available resources 
and forecasts future resources based on user behavior and 
usage. Any difficult circumstances where a failure could 
happen must be resolved. Forecasting monitors according 

3.1  Fog Computing Architecture

The two alternative architectures for fog computing are (I) 
Cloud-Fog-Device architecture and (II) Fog-Device archi-
tecture [35]. The Cloud-Fog-Device structure shown in Fig. 
1 is a three-tiered system, while the basic construction of 
a cloud cover instrument is shown as a two-tier model in 
Fig. 2.

	● The Cloud-Fog-Device architecture has three levels: the 
design concept cloud, fog computing, and the device. 

Fig. 2  Cloud applications in the two-tier paradigm of cloud cover tech

 

Fig. 1  Three-tier model of fog computing
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inside the covering of the storage device. To manage stor-
age across a network and operate as a single storage device, 
a group of hardware components is used for the concept of 
storage virtualization. This hardware component is easy to 
use and maintains this personal storage box. The main ben-
efit of storage virtualization is increasing business function-
ality while lowering hardware and storage expenses, which 
also lessens the storage complexity.

3.1.5  Security Layer

The security layer in fog computing plays a critical role 
in ensuring confidentiality, integrity, and trust across dis-
tributed nodes. While traditional encryption techniques 
such as symmetric and asymmetric cryptography provide 
a baseline, they are insufficient for the unique challenges 
of fog environments, which involve distributed trust, multi-
tenancy, and resource-constrained devices. To address these 
issues, recent advancements emphasize fog-specific solu-
tions such as **homomorphic encryption**, which enables 
computation on encrypted data without decryption, thereby 
preserving privacy during processing on untrusted nodes. 
**Lightweight blockchain-based authentication** provides 
decentralized, tamper-resistant identity management and 
auditability while avoiding single points of failure. Simi-
larly, **secure multiparty computation (SMC)** allows 
collaborative processing across fog nodes without reveal-
ing private inputs, mitigating insider threats. Furthermore, 
**elliptic curve cryptography (ECC)** and lightweight 
block ciphers offer strong security with minimal computa-
tional overhead, making them well-suited for resource-lim-
ited fog devices. By integrating these advanced methods, 
the security layer evolves beyond generic textbook encryp-
tion to reflect current, fog-relevant approaches that directly 
address vulnerabilities like distributed trust boundaries, 
insider risks, and constrained resources.

3.1.6  Application or Transport Layer

Initially, fog computing was primarily driven by the appli-
cation layer [37]. Subsequently, certain applications based 
on Wireless Sensor Networks (WSN) have adopted fog 
computing support. Any application experiencing latency 
issues can now leverage the advantages of the fog environ-
ment. This category encompasses utility services seeking 
enhanced efficiency and cost reduction through fog utili-
zation. Additionally, the fog infrastructure holds potential 
for systems utilizing augmented reality applications, as it 
can revolutionize current practices and pave the way for 
future advancements. By deploying augmented reality in a 
fog environment, there is the potential for significant and 
continuous improvements in various augmented reality 

to network load and resource availability to determine fog 
system performance. In this layer, every task carried out by 
nodes is monitored, including which node is doing the task 
at which time and what will be asked of it next. Every pro-
gram or assistance installed on the infrastructure is updated 
regarding its state and performance.

3.1.3  Pre-Processing Layer

Within data management, the pre-processing layer plays a 
crucial role by engaging in tasks such as data analysis, filter-
ing, trimming, and reconstruction. Once meaningful infor-
mation is extracted through processing, the data can be stored 
locally in the fog or transferred to the cloud for long-term 
storage [41]. The core idea behind this approach is to send 
frequently accessed data to fog servers and less frequently 
used or archival data to the cloud. Consider an intelligent 
transportation application that generates data from numer-
ous sensors. While the details are collected and analyzed to 
generate desired information, not all created data may hold 
value, making the storage of all such data less than ideal. 
For instance, a sensor may produce details every second, but 
based on the application’s needs, a measure of the average 
details over minutes or a specific timeframe is stored. This 
process involves compressing the details to ensure that the 
data volume does not become excessively large.

3.1.4  Temporary Storage Layer

Data backup is performed to avert data loss and guarantee 
data accessibility. The pre-processed data are briefly kept 

Fig. 3  Six –layer architecture of fog computing
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	● Wireless access: There is minimal capability to facilitate 
transportation, and with such a wireless device, adjust-
ability is among the determinants that dominate the fog 
computing access network.

	● Real-time interactions: Exchanges across cloud servers 
promptly are supported instead of data entry in a fog.

3.3  Notes About Similar Paradigm

3.3.1  Cloud Computing

Cloud computing aims to consolidate computing and stor-
age in data centers that combine powerful machines with 
fast connectivity [38]. Within a few years, cloud computing 
could overtake all other technologies. Since it is a distrib-
uted, parallel system, it is possible to dynamically provi-
sion and alter the shared resources. The cloud emphasizes 
centralization. Fog builds on the cloud and connects the 
cloud to the network edge. There are three main types of 
services offered by fog computing Software as a Service 
(SaaS), Platform as a Service (PaaS), and Infrastructure as a 
Service (IaaS). However, real-time applications are not well 
suited for cloud computing. Edge computing is available to 
get around the cloud’s constraints. The computing domain 
includes mobile cloud, mobile edge, and mobile fog.

3.3.2  Edge Computing

A novelty of network edge execution computing is called 
edge computing. Ad hoc computing and channel resources 
located among that information on the path at the cloud 
computing center are referred to as the edge [39]. An Inter-
net of Everything is represented by the uplink data of edge 
computing, while the downlink data represent cloud ser-
vices. The endpoints of the cloud are connected to the edge 
devices. Thus, edge computing provides high-response com-
puting capabilities to end users. IAAS, PAAS, and SAAS 
cloud model services are not tied to this type of computing.

Along with accessing services and information from the 
cloud, devices at the network edge also analyze, store, cache, 
and load balance data transmitted. Therefore, the cloud must 
be capable of meeting requirements for distinction, extensi-
bility, isolation, and reliability. Edge computing practitio-
ners must be aware of various difficulties, including system 
reliability. Since processing takes place nearer to the data-
base origin, edge computing has the advantage of enhancing 
data security. Cloudlets, fog computing, and mobile cloud 
computing are three edge computing applications.

applications, particularly in meeting real-time processing 
demands. The paper provides an overview of fog comput-
ing, which a distributed computing paradigm that extends 
cloud is computing to the edge of the network.

The paper highlights the different security threats and 
potential application areas of fog computing, providing a 
brief understanding of the fog’s presence in the area. The 
paper concludes that fog computing has the potential to 
address many of the challenges facing the Internet of Things 
(IoT) and other distributed computing environments. The 
paper emphasizes the need for more research in the areas 
of security, privacy, and communication to ensure that fog 
computing is a secure and reliable computing paradigm. 
The paper proposes a taxonomy of research papers in fog 
computing, but it is limited to technology and tools used but 
not focus on the current methods and approaches to provide 
the security in FC environment, hence it is not clear how 
comprehensive or representative this taxonomy is of the 
entire body of research in this area.

3.2  Characteristics of Fog Computing

	● Heterogeneity: Fog nodes must be deployed following 
their platforms, which must be extraordinarily dynam-
ic and heterogeneous, to attain the needs of low delay 
and scalability. The emergence of fog nodes can occur 
at several network hierarchy levels. A virtualization in-
frastructure offers processing, networking, and memory 
capacity among cloud applications, display equipment, 
and edge devices.

	● Interoperability: The fog system can cooperate to offer 
various services and support, providing a broader spec-
trum of network connectivity.

	● Geographical distribution: Unlike centralized clouds, 
cloud computing can be deployed anywhere and has an 
extensive geographic reach to provide premium services 
for terminal devices.

	● Large-scale sensor networks: Cloud computing has 
been introduced to sensor networks for decentralized 
processing and storage.

	● Low Latency: Fog nodes make low latency possible, 
which provides localization and helps end devices in 
numerous places.

	● Scalability: Large-scale sensor networks monitor our 
immediate environment. The fog’s scattered processing 
and storage resources can support large end devices.

	● Mobility support: Connecting directly between mobile 
devices is among the main characteristics of cloud pro-
tocols or apps, which support mobility strategies and 
enhance service performance and quality.
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carried out through fog computing, which blends mobility 
virtualized and wireless perimeter computers to serve IoT 
applications.

3.3.6  Cloudlet

A different method of edge computing is called cloudlets, in 
which small data centers have erected the boundary of nodes 
to successfully discharge computation, lowering the load at 
the core network and reducing communication lag [43]. A 
trusted group of nodes known as a cloudlet makes services 
accessible to neighboring mobile devices. The resources for 
the offloading mechanism for mobile devices are provided 
by cloudlet nodes, which are tiny clouds that are usually 
only short and geographically distant from smartphones. 
Cloud service providers that seek to improve latency and 
energy consumption on mobile devices by having their ser-
vices available close to such devices are operators for cloud-
let computing. Computing with cloudlets is equivalent to 
MCC and MEC. MACC (Mobile and Cloud Computing) is 
resource-constrained on mobile devices, although cloudlet 
computing promotes mobility.

On the other hand, cloudlets do not concentrate on inter-
actions with the cloud and can function as independent 
clouds. One way that cloudlets and the MEC differ is in this 
regard. Another distinction is that MEC may use alternate 
lightweight virtualization methods like containers, whereas 
cloudlets exclusively use virtualization based on virtual 
machines.

While Singh (2021) and other recent surveys have broadly 
categorized fog computing security challenges into the 
domains of network, data, and privacy, their classifications 
remain primarily descriptive. In contrast, the taxonomy pre-
sented in this work emphasizes fog-specific dimensions that 
earlier studies have not sufficiently addressed. For example, 
we identify insider threats at the fog-node level, the impact 
of mobility on dynamic trust management, and the need for 
lightweight cryptographic mechanisms to accommodate 
resource-constrained devices. By highlighting these under-
explored issues, the proposed taxonomy advances existing 
groupings and provides a more focused framework for ana-
lyzing the evolving security landscape of fog computing.

3.4  Application of Fog Computing

In some fog-based studies, these users’ access has been 
characterized based on industry and home [45]. This work 
offered a generalized version based on an exhaustive evalu-
ation of the research material that has been completed in 
the area of darkness activities in smart buildings concern-
ing confidentiality and security problems [46] and offered 
inexpensive maintenance for fog-based monitoring. That 

3.3.3  Mobile Cloud Computing

To enhance user experience (UX) effectiveness or provide 
greater efficiency for mobile users, mobile cloud comput-
ing (MCC) successfully combines the services of cloud 
computing, mobile computing, and wireless access commu-
nication. In mobile network processors, storage and virtual-
ization are performed remotely using portable gadgets [40]. 
Applications are used for mobile clouds to transfer data 
from connected cellular gadgets to the cloud for data stor-
age and processing. MCC also offers a range of apps as well 
for users of mobile and smartphones. Due to a limitation of 
MCC, where the end user and remote center are geographi-
cally separated, mobile apps will grow out of control. The 
MCC does not apply to many mobile applications because 
they are necessary for mobility.

3.3.4  Mobile Edge Computing

This recent edge computing mobility periphery computation 
architecture development combines cellular connectivity 
with cloud computing capabilities. The European Tele-
communications Standard Institute (ETSI) first introduced 
this idea in 2014, describing it as providing IT and cloud-
computing capabilities within the Radio Access Network 
(RAN) close to mobile subscribers [41]. MEC is designed 
to let mobile devices offload their computationally expen-
sive activities to servers nearby, thereby reducing latency 
and battery consumption. The objective of MEC is to move 
infrastructure as a service for an interface at the program 
that can succeed with significantly reduced variability, high 
computing, high bandwidth, minimal stress on the core net-
work, increased quality of experience (QoE), and efficient 
resource use. There are two types of components in MEC: 
computer and communication.

3.3.5  Fog Computing

Fog computing, which adds an abstraction layer of resources 
to integrate the computation resources of participating 
devices, is the most widely used edge computing approach. 
Since cloud computing is a hierarchical network and fog 
is a decentralized distributed architecture, they are funda-
mentally distinct. They complement one another to make 
the best use of the resources at hand [42]. Between distant 
servers and hardware, fog computing serves as a conduit, 
controls which data should be transmitted across the net-
work, and permits local processing. An intelligent gateway 
named fog offloads to the cloud for better data retention, 
processing, and analysis. Here, network resources, such as 
routers and specialized computer nodes, are used to per-
form generic application logic. Edge computation is also 
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	● Mitigation: Lightweight anomaly detection, sandbox-
ing, and distributed intrusion detection systems (IDS) 
tailored for fog environments [49].

	● Application Relevance: A major concern in smart 
healthcare, where malware can disrupt patient monitor-
ing systems or alter medical records.

4.1.3  Data Processing Exploits

	● Impact: Errors or manipulations during fog-level data 
processing may lead to integrity breaches, privacy leak-
age, or unreliable decision-making.

	● Mitigation: Secure multiparty computation, encrypted 
data processing, and integrity verification mechanisms\ 
[50].

	● Application Relevance: Especially relevant for smart 
grids, where faulty data aggregation at fog nodes may 
destabilize power distribution.

4.1.4  Man-in-the-Middle (MITM) Attacks

	● Impact: Attackers intercept communication between fog 
nodes and users, leading to data theft or manipulation.

	● Mitigation: End-to-end encryption, secure key ex-
change, and mutual authentication protocols [51].

	● Application Relevance: Critical in mobility-driven 
healthcare systems, where intercepted medical data can 
compromise patient privacy.

4.1.5  Collusion Attacks

	● Impact: Multiple malicious nodes may collaborate to 
amplify attack impact, such as launching coordinated 
denial-of-service attacks.

	● Mitigation: Game-theory-based detection, cooperative 
IDS, and trust-weighted voting mechanisms.

	● Application Relevance: Severe in IoT-based industrial 
control systems, where colluding nodes can halt or ma-
nipulate production.

4.1.6  Virtual Machine (VM) Attacks

	● Impact: Adversaries exploit hypervisors to compromise 
virtual environments, leading to VM escape, inter-VM 
data leakage, or full system takeover.

	● Mitigation: Hypervisor hardening, resource isolation, 
and continuous monitoring for abnormal VM behavior\ 
[52].

technology also has efficient wearable applications and dig-
ital controllers. Additionally, devices captured the body’s 
temperature, respiration rate, and treatment to patient read-
ings, sending the data electronically to terminals to provide 
notifications after a computerized examination.

4  Analysis of Fog Computing Security

By tackling the major technical problems and complexity of 
cloud computing, fog computing provides a new interaction 
platform. However, the security and privacy solutions of 
cloud computing cannot be directly applied to fog comput-
ing due to its unique characteristics such as spatial disper-
sion, heterogeneity, and mobility. These features introduce 
new attack surfaces and vulnerabilities. Hence, novel and 
adaptive security mechanisms are essential to address pro-
tection and confidentiality challenges in fog computing. 
While fog computing offers benefits like low latency and 
scalability, it faces significant hurdles in secure deploy-
ment, especially in sensitive applications such as healthcare, 
industrial IoT, and smart cities [47].

4.1  Attacks on Fog Computing

Fog computing security continues to evolve, but much of 
the available research focuses only on categorization rather 
than providing in-depth analysis of individual attacks. This 
section expands key threats by detailing their **impact, 
mitigation strategies, and application relevance.

4.1.1  Trust Issues

	● Impact: Open and distributed fog networks lack cen-
tralized control, making trust establishment among het-
erogeneous nodes difficult. This can lead to data tamper-
ing or unauthorized service usage.

	● Mitigation: Blockchain-based consensus, reputation 
management systems, and trust-aware authentication 
protocols are proposed to enhance reliability [48].

	● Application Relevance: Particularly critical in vehicu-
lar fog computing, where trustless nodes could inject 
false traffic information, endangering safety.

4.1.2  Malware Attacks

	● Impact: Malware such as ransomware, worms, and 
Trojans can compromise fog nodes, disrupt services, or 
exfiltrate sensitive data. Their detection is difficult due 
to resource constraints of fog devices.
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Similarly, denial-of-service attacks are amplified by the 
restricted bandwidth and storage capabilities of fog sys-
tems, which reduce resilience compared to cloud platforms. 
By situating these threats within the broader context of fog 
security, the figure underscores how these vulnerabilities 
directly compromise system reliability, data confidentiality, 
and service availability.

4.2  Network Security in Fog Computing

Most cloudlets are networked, and individuals’ equipment 
performs calculations. Thus, it is challenging for the fog 
computing process to provide security for network ser-
vices through data because of the large number of users 
[55]. The infrastructure and information protection of fog is 
thoroughly covered in this subsection. Information security 
must be a top priority because of the appropriate network 
infrastructure in the cloud. Based on this, network security 
is classified into five divisions Authentication, Access Con-
trol, Virtualization, Detection System, and Trust Manage-
ment, as discussed by recent research papers.

4.2.1  Authentication

People often access several services at once. They should 
be required to use various authentication methods in various 
applications. On the other side, the user encounters numer-
ous challenges when trying to keep track of their login 
information for various facilities. In this way, the biggest 
problem with the protection of sensor networks is identifica-
tion [56]. Several critical data breaches for edge computing 
would weaken authentication that endangers smart objects, 
the service, and the cloud. Hence, multifactor authentica-
tion methods have been suggested to enhance controls in 
edge computing, but every verification methodology has its 
advantages and disadvantages. Therefore, the constraints 
and disadvantages of a few standard digital certificates, 
including login information registration, PKI-based authori-
zation, and face recognition, are discussed in this paragraph 
for each branch.

4.2.2  Password-Based Authentication

The password-based authentication scheme is suitable for 
controlling the hidden information assault. This authenti-
cation requires a password from the user for each service. 
Following that, the administrator maintains all users’ names 
and their passwords on the server, granting access to both 
physical and virtual devices to a client. As a result, password 
authentication has many uses and is used in cloud comput-
ing. However, fog computing has many disadvantages and 
restrictions, including a large amount of computation to 

	● Application Relevance: A pressing threat in industrial 
IoT deployments, where virtualization is widely used 
for workload distribution.

4.1.7  Node Attacks

	● Impact: Physical compromise of fog nodes may allow 
attackers to extract sensitive data, manipulate hardware, 
or disable services.

	● Mitigation: Tamper-resistant hardware, secure boot 
mechanisms, and physical monitoring of critical nodes.

	● Application Relevance: Crucial in smart city infra-
structure, where edge nodes control traffic lights, sur-
veillance cameras, and energy systems.

4.1.8  Privacy Preservation Threats

	● Impact: Leakage of sensitive information such as 
user identity, location, or behavior patterns threatens 
confidentiality.

	● Mitigation: Privacy-preserving cryptographic schemes 
(e.g., ECDSA), homomorphic encryption, and anony-
mization techniques [54].

	● Application Relevance: Vital in IoT-enabled house-
holds and enterprises, where unauthorized profiling of 
user activities poses serious risks.

Additionally Fig. 4 illustrates the key security issues in fog 
computing, including malware, node attacks, and denial-
of-service threats. These attacks are particularly severe in 
fog environments due to inherent resource constraints, het-
erogeneous devices, and distributed trust boundaries. For 
example, node attacks exploit the limited computational 
power of fog nodes, while malware propagation is acceler-
ated by the mobility and proximity of connected devices. 

Fig. 4  Issues of fog computing
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in the specific situation of cloud computing. The consumer 
of fog typically has limited resources, meaning they lack 
the processor and memory power necessary to complete 
the encrypted procedure. The distribution of authentication 
tokens can also be challenging because of the massive num-
ber of fog devices and end customers.

The maximizing security on real-time communication 
of different services (MX-SORTS) algorithm was used for 
network traffic. However, it is not suitable for industrial 
applications. The multimodal and meaningful transformer 
networking of one of the leading production networks is 
incompatible with the public key system (PKI) and secure 
communications component layer (SSL/TLS) versions of 
the standard encryption framework [61].

Since Blockchain-based IoT (BIoT) services are imple-
mented in a proprietary and autonomous manner, trusting 
IoT-based services becomes a crucial issue. To build con-
fidence in BIoT services, the study [62] developed a gen-
eral architecture design that uses Public Key Infrastructure 
(PKI). Based on our testing, this has the potential to be a 
solution to the trust issue and is scalable.

In such shared fog computing environments [64], pro-
posed the Elliptic Curve Diffie-Hellman Ephemeral 
(ECDHE) key exchange algorithm and Internet of Things 
(IoT) device based on the publication Message Queuing 
Information Transportation (MQTT) interface. A certifi-
cation path was suggested using the Meta-PKI via parti-
tion-based technique when considering [63]. By creating 
partitions based on the validity of certificates, the approach 
decomposes the data encryption assurance graph.

Physical Unclonable Function (PUF) was developed in 
[65] to overcome certified authentication and revocation 
and make the key expansion easier. Additionally, the sug-
gested approach satisfies the essential requirements of the 
PKI scheme security. Moreover, PUF-based trust relation-
ships incorporate Elliptic Curve Cryptography (ECC) for 
producing asymmetric key pairs while requiring less power, 
storage space, and infrastructure setup. The comparative 

process, lack of end device resources, and lack of severe 
problems due to various attacks, such as offline dictionary 
attacks, and leakage attacks. Thus, the effectiveness of a key 
in an encrypted communication protocol in a cloud infra-
structure varies on its level of convenience, durability, and 
security vulnerabilities [57]. One study [58] created an iden-
tification scheme involving suitable route discovery among 
the cloud, fog, and client for secure information distribution. 
The suggested protocol was evaluated using the Scyther 
simulator, and parameters proved that strong protection is 
provided during the execution of the protocol, successfully 
achieving data flow amid the cloud and fog.

The OTP-based Two Channel Authentication Mecha-
nism (OTPTAM) was proposed in [59] to authenticate the 
fog nodes. The blockchain database was used to store the 
data, and communication was achieved using encrypted 
channels by Elliptical Ciphers to resolve the unprotected 
password exchange and leak. In addition, the Sybil attack 
was controlled to prevent the threats of fog nodes, such as 
stealing data and taking control of the network. The com-
parative analysis of password-based authentication has been 
shown in Table 1.

The popularity of password-based authentication CFsec 
[60] prevents various attacks, and they have limitations to 
the password. Besides, energy consumption, computation, 
and delay are considered major challenges.

4.2.3  PKI-Based Authentication

By providing identity and effective management services 
that enable decryption and signature capabilities across 
programs in a straightforward and user-friendly manner, 
critical public infrastructure (PKI) secure authentication 
establishes and maintains a dependable virtual network. 
PKI provides communication with authenticity (CIA) and 
non-repudiation. It is a safety concern while concentrating 
on verification problems at differing levels of the fog com-
puting system. Also, because the PKI-based procedure can 
be problematic in a multiuser environment, it is ineffective 

Table 1  Password-based authentication reviews
Ref. 
No.

Approach Strengths Limitations Fog-Specific Notes

[58] Password-Based Key 
Exchange Protocol

Simple, user-friendly, widely adopted 
for establishing secure sessions

Vulnerable to dictionary 
attacks, replay attacks, and 
weak-password risks

Suitable for small-scale fog 
deployments but less effective 
in highly mobile or resource-
constrained environments

[59] Time Password-Based 
Two-Channel Authenti-
cation using Blockchain

Adds temporal factors (time-based 
one-time passwords) with dual-channel 
verification; blockchain ensures 
tamper-resistance

Computationally intensive 
due to blockchain over-
head; requires reliable 
synchronization

Strong candidate for vehicular 
fog networks and critical health-
care systems where auditability 
and tamper-proofing are vital

[60] Password-Based Secure 
Communication Proto-
col (CFsec)

Enhances traditional password schemes 
by integrating lightweight crypto-
graphic functions; resistant to eaves-
dropping and replay attacks

Still relies on user password 
quality; scalability issues in 
very large fog networks

Practical for IoT-fog integra-
tion, providing secure session 
establishment with low resource 
overhead
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transactions and consensus mechanisms. It seeks to handle 
user identification in a decentralized setting and protected 
cloud services issues for technology, such as the Internet 
of Things. The additional authentication was modified with 
blockchain using the distributed authentication system. The 
blockchain was performed efficiently to handle the authenti-
cation problem. At last, this suggested system presented the 
solution to the challenges of fog services.

A novel technique is also proposed to address the secu-
rity issue caused by fog computing the publication [68]. The 
strategy was developed that combines various biometric 
techniques to validate the authenticity of a person and gives 
a complete model that can provide an essential degree of 
verification in fog computing. Another study [69] investi-
gated the SAKA-FC protocol and discovered the vulner-
ability to system attacks, information attacks, and replay 
attacks. As a result, fog-centric cloud communication, an 
enhanced, lightweight, and secure authentication technique, 
were provided. The comparative analysis of Biometrics-
Based Authentication has been shown in Table 3.

analysis of PKI-Based Authentication has been shown in 
Table 2.

4.2.4  Biometric Authentication

Generally biometric traits are commonly used to regulate 
access to either real or artificial materials. This methodol-
ogy is used to verify users’ biological inputs obtained by 
biometric scanning or analysis of the user’s various body 
regions. This new technique is already being used in cloud 
computing, with fingerprint, key stroke-based, face, and 
touch-based authentication. However, these systems have 
many limitations and downsides in shared fog computing. 
For instance, it takes a long time to execute and remains 
confined when strong security is needed. Therefore, consid-
ering biometric authentication is still causing research prob-
lems for fog computing.

According to information research, FogHA can withstand 
known assaults, has a high handover efficiency and avoids 
duplicate messages with the help of fog networks [66].

The authors of [67] presented an authentication system 
that secures user authentication by leveraging the benefits of 

Table 2  PKI-Based authentication approaches in fog computing
Ref. 
No.

Techniques Application Advantages Challenges/Trade-offs in Fog

[61] Adaptive Encryption Service 
(MX-SORTS)

Real-Time Substation 
Communication

Efficient in handling encryp-
tion delays for time-critical 
communication

Reliability issues under heavy load; 
requires stable synchronization in 
fog layers

[62] PKI-based Trust of Blockchain 
using IoT Authentication

IoT Applications Enhances authentication trust by 
combining PKI with blockchain

Computational complexity and stor-
age overhead may limit deployment 
on resource-constrained fog nodes

[63] Certification Graph Building on 
Meta-PKI (Partition-based)

Blockchain-enabled 
Applications

Improves processing efficiency of 
certificate validation

Increased complexity and computa-
tion overhead reduce suitability for 
latency-sensitive fog use cases

[64] PSK with ECDHE 
Data-Exchange

IoT Applications Strengthens security with light-
weight algorithms; energy efficient 
for constrained devices

Higher computation time compared 
to basic symmetric key exchange

[65] DRAM-based Physical Unclon-
able Function (PUF)

Cybersecurity in Fog/
Edge Devices

Time-efficient, energy-aware, and 
resistant to cloning attacks

Reliability variations due to envi-
ronmental factors (e.g., tempera-
ture, aging of DRAM cells)

Table 3  Biometrics-based authentication approaches in fog computing
Ref. 
No.

Techniques Application Advantages Challenges/Trade-offs in Fog

[66] Handover Authentication Communication 
Applications

High reliability; strong privacy protec-
tion; encryption ensures resilience against 
insider and exposure attacks

Computationally intensive during 
frequent handovers; may increase 
latency in mobility-driven fog

[67] Blockchain-based Bio-
metric Authentication

IoT Applications Low resource usage and cost-effective; 
decentralized trust through blockchain

Blockchain integration adds compu-
tational overhead; scalability may be 
affected in dense fog environments

[68] Multi-Factor Biometric 
Authentication

IoT Biometric 
Applications

Strong defense against theft and spoofing 
attacks; enhanced assurance

High energy consumption and sen-
sor overhead; limited applicability 
in battery-powered fog devices

[69] ECC-based Light-
weight Remote User 
Authentication

IoT Communication Efficient in handling several attack vec-
tors; ensures secure and lightweight 
authentication

Limited by resource constraints; 
may struggle with large-scale, real-
time fog communications
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challenging to deal with data authority changes before and 
after aggregation.

4.3.1.5  Privacy Protection  Preserving data privacy is a 
fundamental necessity in fog access control because of the 
decentralized design of fog computing. This is because data 
sharing on the client side and at the network’s edge is moni-
tored to avoid unauthorized user access.

4.3.1.6  Policy Management  This is an essential component 
of fog computing. Thus, the access control model in fog 
computing must handle releasing, invoking, deleting, and 
setting policies.

4.3.2  Models of Access Control

4.3.2.1  Access Control Based on Attributes (ABAC)  The 
organization’s data-authorized user sets the rules of policies 
in AC. These rules might define the users’ behavior [76]. 
ABAC analyzes the attributes of users or resources against 
the rules. Based on the attributes, access permission is 
allowed to users and resources access.

4.3.2.2  Access Policy Access Control Model 
(APAC)  APAC, called data-based access control, deter-
mines a subject’s authorization to conduct operations by 
analyzing attributes in certain situations and environments. 
It allows permitting users to access specific resources [77]. 
The authorized user develops the policies using the data 
with security objectives.

4.3.2.3  Model of Role-Based Access Control (RBAC)  The 
role-based access control depends upon the user’s role, not 
considering the users.

Sometimes, some users may hold many roles inside the 
company. This AC policy analyzes the defined RBAC by 
the owner and permits the role-based users to view, read, 
update, and/or write in this model. The user’s role is matched 
to the access policy set by the owner, then the user seeking 
data is provided access [78].

4.3.2.4  Usage Control-Based AC  This access control starts 
the actions after the user operates, such as writing, reading, 
etc., and includes some characters to manage user control 
in fog computing. To do so, an action is evaluated using 
access decisions and also monitored through control con-

4.3  Access Control in Fog Computing

Access control in fog computing is essential to take the con-
cern to enhance security by allocating authorized users to 
access the resources. This access control can restrict unau-
thorized use by denying the access guarantee by finding 
the valid user, detecting the attacks, and further prevent-
ing unauthorized users. Generally, the access is provided to 
the user as tenants in fog computing. It is not allowed for 
anyone to access the service. Users who want to store the 
data and access the services should accept the policies. It is 
necessary to understand how to build the policies to fulfill 
design objectives and resource restrictions for preserving 
user privacy and ensuring the system. These access con-
trol restrictions apply for cloud, fog, and Virtual Machine 
sides. One of the primary challenges of access control is 
resource limiting in fog computing. Due to the computation, 
resources available on the network’s end are restricted.

4.3.1  Access Control Requirements

Access control has developed policies to operate fog com-
puting, which can be attributed to the computational over-
head. A number of users cannot access the limited resources 
available in IoT. In fog computing, access control systems 
must make access choices at a good time. However, some of 
the present issues of the need for access control as follow,

4.3.1.1  Latency  It can be caused by the response time, 
execution time, and policy decision speed. The provision 
of minimum-delay services and applications to end users is 
critical in fog computing.

4.3.1.2  Efficiency  Access control efficiency remains diffi-
cult for every access control system capable of implement-
ing any policy. It could cause the decision-making process 
to be late and not accept another network service.

4.3.1.3  Generality  The applications and services are 
achieved in fog computing by utilizing various hardware 
and software based on technologies. Because of the hetero-
geneity of fog devices and specialization, top-layer services 
and applications must be supplied. To interact with current 
APIs and protocols, generic APIs are required.

4.3.1.4  Aggregation  Data is gathered via geo-distributed 
devices. To reduce latency, fog devices closer to users must 
aggregate the data. Because user device data may be worth-
less, aggregation must be done wisely and efficiently. It is 
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environment was incorporated with more flexibility and low 
security.

4.3.4  Identity-Based AC (IBAC)

The active entity, passive entity, and access rights are 
mainly three interactions in IBAC. It identifies the users and 
resources and performs specific operations like read, delete, 
and write. IBAC allows users to access the resources with 
specific operations based on policies [82].

4.3.5  Access Control Based on Tasks (TBAC)

This paradigm controls access by matching security labels 
to security clearances. A task is regarded as a sub-role for a 
subject in this approach. When a subject’s task fulfills the 
roles incorporated in action, the action is given access to a 
user [83]. Each object, such as a resource, is assigned a label 
indicating the critical resources. The labels are made up of 
two parts of components classification and category compo-
nents that decide the accessible objects. A classification and 
category are assigned to the subject, who is a user. When an 
object attempts to access a resource through MAC, it exam-
ines the user’s classifications and categories and compares 
them to resource labels. If the user’s categorization and cat-
egory match the labels of a resource, access is granted.

4.4  Virtualization

Many studies have been conducted on fog-IoT networks as 
task offloading. Even though one critical offloading prob-
lem has received little attention, namely the influence of 
various virtualization options on task reaction (TR) time, 
this work bridges this gap by characterizing the TR time 
for each with three virtualization modes. The fog’s vir-
tual machines (VM) are tailored uniquely in each mode, 

tinuity. It introduces the attributes mutability for the usage 
of resources. Besides, it provides the authority to allocate 
the resources to predict the objects and subjects based on 
defined authorization, condition, and obligation policy.

4.3.2.5  Reference Monitoring Access Control 
(RMAC)  RMAC provides access permission to the autho-
rized user to access the resources and makes the operation 
based on reference validation mechanisms with decision-
making requests. The reference validation system must have 
various characteristics, including evaluability, invisibility, 
non-bypass ability, and tamper-proof.

However, in typical systems, the Reference Monitoring 
Access Control is unsuitable for dynamic distributed sys-
tems. High latency and processing costs are applicable when 
accessing the entire request due to its central-based design. 
In [80], proxy re-encryption (PRE) was achieved to over-
come these issues. The cryptography primitives convert the 
cipher text through proxy. Meanwhile, some characteristics 
of secure fog commuting include non-interactivity, unidi-
rectionality, proxy invisibility, non-transferability, collusion 
safety, key optimality, and chosen-ciphertext safeness. The 
comparative analysis of Access Control security has been 
shown in Table 4.

4.3.3  Model of Discretionary Access Control (DAC)

Identifying the users who seek access is done to control 
access in this AC model. The user has the authority to 
develop the access policy and decide to access permission 
for others [81]. The inheritance applications only perform 
in DAC cause large users and applications able to access 
fog computing. Despite this, the UNIX operating system 

Table 4  Access control (ac) security of fog computing
Ref. 
No.

Model Techniques Advantages Challenges/Trade-offs in Fog

[76] ABAC (Attribute-Based 
Access Control)

Policy Retrieval Method Policy evaluation is 3–5× more 
efficient; improved scalability

Requires reduction of policy scale; 
computational cost increases in 
large, dynamic fog networks

[77] APAC (Attribute and Policy-
based Access Control)

IoMT with IP-enabled 
WSN + Blockchain

Secure, feasible, and rational; 
integrates IoT and blockchain for 
enhanced trust

Vulnerable to resource depletion 
attacks; group key management and 
publishing lack flexibility

[78] RBAC (Role-Based Access 
Control)

Lightweight Graph-
Based Model (LiCo)

Lightweight and simple to 
implement

Limited adaptability in dynamic fog 
settings; lacks comprehensive eval-
uation of security and performance

[79] ABADC (Attribute-Based 
Access and Data Control)

CP-ABE (Ciphertext-
Policy Attribute-Based 
Encryption)

Provides access control, verification, 
and confidentiality; two-step encryp-
tion improves efficiency

Increased encryption complex-
ity; higher latency in real-time fog 
applications

[80] RMAC (Role and Multi-
Attribute Control)

Multi-Stage Classifica-
tion (MSC) in WSNs

High energy efficiency; supports 
priority-based immediate transmis-
sions for critical conditions

Lower energy consumption com-
pared to RTBDG, but scalability and 
policy adaptation remain challenges

1 3

   14   Page 14 of 29



International Journal of Networked and Distributed Computing           (2026) 14:14 

systems (IDSs) are crucial to fog network security since 
they increase service quality. They can also be used on the 
network to avoid malicious attacks, such as port scanning 
and denial-of-service (DoS) attacks. Then, it opens up new 
directions for investigating the potential benefits of central-
ized and client-side fog computing for intrusion detection.

Its implementation requires determining the IDS sys-
tem’s suitability for a big data environment and completing 
detection for four different attacks, including DoS (interfer-
ing with or denying services to clients), probing (monitor-
ing and other detection activities), R2L (illegally accessing 
systems or resources for remote systems), and U2R (per-
forming unauthorized access of regular users as well as 
privileges of administrators in cyber). Based on this, various 
conventional approaches are available. However, they can-
not offer adequate protection because all they do is detect 
intrusions. Therefore, it is essential to understand the attack 
category to put the proper defenses against each threat.

Additionally, it could be helpful to identify the user for 
decision-making, which may also aid the network adminis-
trator in making decisions. It may decide to take action to 
address the vulnerability that was exploited in the attack. 
Some recent publications analyzing the detection system’s 
security issue are subsequently presented.

The author examined the physical layer security (PLS) 
[90], which uses the characteristics of the connection 
between the last user and a fog node to identify imperson-
ation attacks in a fog computing network. Establishing pre-
cise channel constraints between the end user and fog node 
is also tricky. The Q-learning algorithm was developed to 
achieve the best test threshold value for the impersonation 
attack. This system shows how impersonation detection 
may adapt to shifting conditions. The solution’s efficiency 
confirms and guarantees that the impersonation attack in fog 
computing networks will be precisely recognized. Gener-
ally, the attackers transmit malicious data packets to these 
targets to endanger them. It is challenging to discover these 
invasions to provide users with a secure and reliable ser-
vice. Therefore, a robust Intrusion Detection System (IDS) 
is necessary for the fog to operate securely without losing 
effectiveness. The method Auto-IF for intrusion detection 
corresponding to a deep learning methodology employing 

exploiting VM elasticity. The perfect virtualization mode is 
tailored to fit the computational load of the incoming work-
load exactly. This promotes that each job receives the same 
service time regardless of the VM assigned. EnTruVe’s 
VM allocation algorithm provides a more extensive selec-
tion pool of v-fogs that fulfill the VM’s requirements (e.g., 
trust, latency), ensuring a better possibility of VM allocation 
success. In semi-perfect virtualization mode, a less rigor-
ous and thus more practical option, the VM configured to 
match the EnTruVe roughly is an Energy and Trust-aware 
VM Allocation in Vehicle Fog Computing solution that tries 
to reduce VM processing associated energy usage as much 
as feasible [86].

Two semi-Markov decision process (SMDP)-based coor-
dinated VM allocation methods are suggested in [87] to 
balance the tradeoff between the remote cloud’s high cost 
of providing services and the local fog’s limited computing 
capacity. The Task scheduling algorithm was presented in 
[88] for energy-balancing. To reduce energy consumption, 
the schedule requests in real-time, and the dynamic thresh-
old strategy is used, ensuring terminal device energy bal-
ancing with the absence of delay.

Through studies, we investigated the impact of VM 
performing the GPGPU (General-Purpose computing on 
Graphics Processing Units) activity (GPGPU-intensive 
VM) on other VMs as shown in Table 5. Then, we suggest 
alleviating the performance degradation of other VMs by 
dynamically allocating the VM’s resource consumption time 
and preventing the GPGPU-intensive VM from being pri-
oritized. This activity was analyzed and evaluated using the 
evaluation to know the performance of the Virtual Machine. 
At last, allocating the dynamic resource usage time and pre-
venting the priority preemption in GPGPU were achieved 
to mitigate the performance degradation of other VMs [89].

4.5  Analysis of Detection System

The rapid growth of technologies of the net produces many 
connected devices. Fog computing has increased attacks, 
which necessitates the employment of efficient and practi-
cal countermeasures to infrastructures of networks based 
on the damage from cyber-attacks. Intrusion detection 

Table 5  Security on virtualization in fog computing
Ref. No. Technology Application Advantages/Challenges
[85] Queuing theory under different virtualization 

modes in task response time
Any Fog Application In task response time, queuing theory under various 

virtualization modes
[86] EnTruVe Vehicle Fog Computing Energy consumption, trust, and latency
[87] Semi-Markov decision process (SMDP) Fog Application Efficient Virtual Machine allocation and attacks are 

needed to be concentrated
[88] Energy balancing algorithm -Container-

based VM
Wireless Sensor Net-
work application

Efficient task scheduling, low latency, High Energy 
Consumption

[89] Mitigation Techniques Fog Computing Minimum time and security are needed to be implemented
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servers have grown accustomed to one another after cooper-
ating. The ability to choose a reputable fog in a field will aid 
in offering the needed fog services in a high-quality manner. 
The TMS evaluates direct and indirect trust based on previ-
ous reputation and recommendations, as well as the quality 
of service (QoS), quality of security (QoS), and social ties.

Furthermore, because fog trust is dynamic rather than 
static, fog A may trust fog B at a specific timestamp (e.g., 
time1) but distrust fog B at time2 for two reasons. First, the 
topology of fog networks is constantly changing as nodes 
are added to or removed from the fog domain. Second, mali-
cious assaults within the domain could cause fogs to behave 
differently (e.g., DoS). Traditional cryptographic techniques 
cannot be used to defend against internal threats like those 
posed by rogue fog that has been verified and integrated into 
the system. Therefore, regular trust evaluations are crucial. 
Table 7 presents several works to improve trust manage-
ment in fog computing.

Fog computing confronts serious privacy issues due to 
its properties, like heterogeneity, mobility, and vast-scale 
geolocation. As a result, we suggest a security model that 
relies on IoT and fog collaboration. This model incorpo-
rates an effective access control method linked to a moni-
toring scheme to enable secure collaboration between 
various resources and operational components. To enhance 
the expected system performance, a thorough scheduling 
method and resource allocation mechanism model are sug-
gested [93].

A Gaussian distribution-based comprehensive trust 
management system (GDTMS) for F-IWSN was pro-
posed to increase transmission security. Additionally, grey 
decision-making was added to the trust decision to achieve 
the trade-off between transmission efficiency and energy 

Autoencoder (AE) and Isolation Forest (IF) was suggested. 
To distinguish between attack and routine traffic in the pres-
ent time, our system only considers binary categorization 
of incoming traffic on a fog device. The Autoencoder was 
instructed to learn the standard data. Attack data are not cor-
rectly encoded when encountered, resulting in more recon-
struction loss [91].

The author has introduced an Intrusion Detection and 
Prevention System (IDPS) specifically designed for Internet 
of Things (IoT) networks powered by fog-assisted Software 
Defined Networking (SDN) [92]. This proposed IDPS is 
designed to swiftly identify various attack models in near 
real-time, facilitating efficient threat neutralization through 
SDN control. This effectiveness is achieved by deploying 
a fog computational setup closely integrated with an IoT 
network. In this context, the SDN controller plays a crucial 
role in implementing the necessary flow controls to pre-
vent network edge switches from forwarding attack traffic. 
By leveraging the capabilities of fog computing and SDN, 
this IDPS aims to enhance the security of IoT networks by 
detecting and preventing intrusions in a timely and effective 
manner. The comparative analysis of Detection System has 
been shown in Table 6.

4.6  Analysis of Trust Management in Fog 
Computing

By extending traditional cloud computing to the network 
edge, fog computing is a decentralized computing infra-
structure that brings data, computing, communication 
resources, and storage closer to end users. Despite this, fog 
servers should be trusted for delegation because they are 
positioned near end edges and attain sensitive data. The fog 

Table 6  Review of detection system
Ref. No. Method Application Advantages Disadvantages
[90] Q-learning algorithm IoT application Prevent Impersonation attacks in physi-

cal layer security
False alarm rat will 
be improved

[91] Auto Encoder Isolation Forest Health Application Intrusion Detection Accuracy and time 
will be implemented

[92] SDN controlled Framework Wireless Network 
Application

Efficient, timely anomaly detection More attacks will be 
considered

Table 7  Review of trust management
Ref. No. Methods Application Advantages Disadvantages
[93] TACRM Mobile 

Communication
High security is provided between Fog and IoT Resource allocation is 

needed to be implemented
[94] TMSRS Wireless Sensor 

Network
Perfect decision-making and efficient attacks 
prevention

Latency

[95] Trust based Task mapping Vehicular Efficient resource allocation & reduce the task 
drop with a low period

Vulnerable

[96] Decentralized Blockchain-
Based Trust
Management Protocol

Fog Applications High-speed and efficient resilient attacks It needed to be imple-
mented in malicious node 
detection
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as near to the user as possible, this paradigm shift signifi-
cantly impacts communication methods, lowers latency, and 
raises service quality.

In the ecosystem, end-user devices frequently transmit 
data processed by the cloud system to the fog nodes, while 
also receiving information from the cloud. The quantity and 
characteristics of data transmitted from end users to cloud 
systems and from fog nodes to the cloud undergo changes 
through multiple stages. Fog servers manage caching, com-
putation off-loading, heterogeneity management, and the 
transmission of data from mobile devices and sensors to the 
cloud system. Following their journey through the cloud, 
data sent from end users and data delivered from fog nodes 
to the cloud undergo alterations in size and nature due to 
various processes. An additional challenge arises from the 
fact that numerous providers possess these fog nodes, mak-
ing it challenging to instill trust in them due to the numerous 
security and privacy flaws that may result from data pro-
cessing. The intricacies of data distribution in fog comput-
ing are extensively explored in the following subsections.

4.7.1  Data Distribution in Fog Computing

Fog computing can solve problems with data distribution by 
conducting heterogeneity, mobility support extension, and 
data dispersion. Data storage strategies span many study 
areas, including data distribution, dissemination, and repli-
cation. By evenly distributing data to entire nodes in large-
scale networks with plenty of cooperating devices, data 
distribution algorithms can free up storage space. In fog 
computing, data should be disseminated to fog nodes. Large 
organizations like Amazon and Google enhance their solu-
tions to satisfy their storage needs in complex infrastruc-
tures and incredibly demanding settings. Table 8 presents 
some research on data distribution in fog computing.

A decentralized fog-based storage system created specifi-
cally for IoT data is described by [97]. To use object stor-
age, Software Defined Storage (SDS) and the optimal data 
distribution among scattered mini-Clouds are suggested. 

consumption. The suggested trade-off can successfully 
choose a trust management-based secure routing strategy as 
the reliable and secure relay node. The above strategies can 
also be used to defend against bad mouth attacks [94].

Task mapping involves the need for a trust-based solu-
tion, as each task comes with unique characteristics such 
as expected completion time and specific trust requirements 
that must be satisfied. In the context of 5 G networks, a 
framework has been proposed to calculate the trust value 
of off-street vehicle fog computing capabilities, organiz-
ing clusters of vehicles based on these trust values. Tasks 
can then be shared among vehicles in the same cluster that 
meet the trust requirements for those tasks [95]. For widely 
distributed Internet of Things (IoT) devices, a blockchain-
based trust management protocol is presented by Across 
Trust management, offering mobility support. This protocol 
entails mobile smart objects distributing service provider 
trust data to the blockchain. The architecture ensures that 
every object comprehensively understands every service 
provider, expediting the trust evaluation process. Addition-
ally, the protocol demonstrates resilience against common 
detrimental assaults, including vote-rigging, slander, and 
coordinated attacks [96].

4.7  Data Processing

Big data processing is currently a concern for cloud and 
mobile cloud big data architecture. A federation of clouds 
and fog can take care of the gathering, aggregating, and 
preparing of big data by reducing the costs associated with 
data transportation and storage and balancing computation 
resources on data processing. Fog gives elastic resources 
to large-scale data processing without the noticeable delay 
associated with clouds. The data processing issue in IoT is 
one for which fog computing is emerging as an appealing 
solution. This is because it relies on network edge devices 
that are more powerful than end devices and closer to them 
than more powerful cloud resources, lowering applications’ 
latency. While it sounds simple and places data processing 

Table 8  Review of data distribution security for fog computing
Ref. 
No.

Methods Application Advantages Disadvantages

[97] Optimal Software Model
Defined Storage (SDS) for data 
distribution

Fog Application Efficient data sharing, storage Redundant data will 
be reduced

[98] Bio-Inspired m model data distribution VANET Efficient Data Availability, Minimum Data 
Replication

Data Ownership 
issue

[99] Fair data storage distribution IoT Application in 
Industries

High availability with minimum delay Illegal Data Access 
will be concentrated

[100] Blockchain, Hybrid Consensus 
Mechanism (Proof-of-Work and 
Proof-of-Authority)

Fog Computing, 
Key Management

Ensures confidentiality and integrity of data 
transmission, Trust-based access control mecha-
nism prevents unauthorized access, Balances 
security and efficiency of the system

Reliance on block-
chain technology 
may be unfamiliar 
to some users
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of the BSKM-FC system include improved security and 
privacy in data transmission within fog computing envi-
ronments. Additionally, its scalability allows adaptation to 
diverse use cases and environments.

4.7.2  Data Processing for Fog Computing

A flaw in attribute-based signature and ciphertext-policy 
attribute-based encryption (CP-ABE) forms the basis of 
data access control systems. As a result, bad users may work 
together to decrypt ciphertext that they should not be able 
to decrypt. We mainly show how the collusion attack could 
take advantage of the underlying CP-ABE. Table 9 presents 
several the review of data processing security analysis in 
fog computing.

The architectural paradigm to generate on-demand edge-
cloud processing structures that can be used indefinitely to 
continuously manage massive health data while also carry-
ing out services for meeting NFRs is presented by Syh-yuan 
tanetal. To establish edge-fog-cloud processing structures, 
this approach recursively connects constructive and modu-
lar components implemented as micro services and Nano 
services [101].

Continuity methods, which also implicitly enforce the 
fulfillment of NFRs for data entering and exiting each block 
of an edge-fog-cloud structure, establish data flows via the 
blocks of edge-fog-cloud structures. To demonstrate the 
model’s applicability, a prototype was created and tested in 
a case study based on processing health data for supporting 
crucial decision-making processes in remote patient moni-
toring [102].

In [103], a novel anonymous authentication scheme 
called ANAA-Fog is proposed for 5 G-enabled vehicular 
fog computing. The primary aim of ANAA-Fog is to pro-
vide secure and anonymous authentication for vehicles par-
ticipating in vehicular fog computing networks. The authors 
emphasize the importance of anonymous authentication 
in such networks to safeguard vehicle and user privacy 
while thwarting potential attacks like impersonation, replay 

However, it assumes that SDS platform-capable devices are 
present and easily accessible at the network’s edge.

Danilo et al. presented a distributed methodology to 
tackle the problem of data availability and distribution prob-
lem in this context, inspired by evolutionary computation 
and epidemic models [98]. According to simulation results, 
the technique produces relevant results in sustaining data 
availability in fog and mist computing environments, even 
under challenging scenarios.

The study by Marino et al. discusses a unique data dis-
tribution and replication storage solution for wireless sensor 
networks, which is the first to incorporate sensor node het-
erogeneity to select the optimum storage replication based 
on node capabilities. The solution was carefully designed to 
function with even the most basic microcontrollers in many 
of today’s smart gadgets. Data contrasting Mist/Edge with 
traditional Amazon S3 storage is another input showing 
plenty to learn about Mist/Edge storage and the industry at 
large [99].

In [100], the authors have introduced a novel blockchain-
based key management system, known as BSKM-FC, with 
the primary objective of securing data transmission in fog 
computing environments. This system aims to ensure the 
confidentiality and integrity of data by encrypting it with 
robust keys. Unlike traditional centralized key manage-
ment approaches, BSKM-FC utilizes a decentralized block-
chain network to manage the keys, eliminating the need for 
a single central authority. This decentralization enhances 
security by mitigating the risk of a single point of failure. 
BSKM-FC is specifically designed to be lightweight and 
scalable, making it well-suited for fog computing environ-
ments with limited resources. To strike a balance between 
security and efficiency, the system employs a hybrid con-
sensus mechanism combining proof-of-work and proof-of-
authority. The authors further propose a trust-based access 
control mechanism to ensure that only authorized users can 
access the data. A reputation score is used to evaluate the 
trustworthiness of users and devices, enhancing security and 
preventing unauthorized data access. The potential benefits 

Table 9  Review of data processing security analysis
Ref. 
No.

Methods Application Advantages Disadvantages

[101] Data Access Control With Ciphertext Cyber Security Collusion attacks are determined 
efficiently

Computation

[102] Micro/Nano service Composition Health Application Efficient anomaly detection with accu-
rate decision making

Cost

[103] ANAA-Fog, a novel anonymous 
authentication scheme for 5 G-enabled 
vehicular fog computing

Enhancing security and 
privacy in vehicular fog 
computing networks

Provides secure and anonymous 
authentication, preserves the privacy of 
vehicles, efficient and scalable

The effectiveness of the 
scheme depends on the 
security of the private 
keys of the vehicles

[104] An intelligent fog computing surveil-
lance system for crime and vulnerabil-
ity identification and tracing

Surveillance and security 
in public spaces, crime 
prevention, and incident 
response

Real-time monitoring, intelligent data 
analysis, improved security and safety,

Dependence on high-
quality data and sen-
sors, privacy concerns
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for ensuring such privacy. Despite this active research field, 
there are currently no privacy-preserving frameworks for 
public cloud computing. Pseudo-anonymization methods 
employed in current systems can be deanonymized by com-
bining data from many sources. While fog computing can 
considerably boost terminal device capacity and viability, it 
poses many more risks. For instance, there could be dishon-
est brokers. Even worse, a reliable broker could fall vic-
tim to threats (such as hacking, bugging, and corruption) 
from malicious rivals and divulge customer personal data. 
Due to these security vulnerabilities, the broker is now the 
weak link in the fog-based PS system. The protection of 
user privacy is becoming more and more critical. Differen-
tial privacy technology has a significant potential to secure 
data privacy by preventing adversaries from studying data 
as shown in Table 10. To prevent the statistical opponent 
analysis from revealing the real data, it artificially noises the 
data before output.

With this capability, the PS system based on fog can pre-
cisely prevent the collusion assault. But in the PS system, 
the brokers must also match an equivalent or similar inter-
est between the publisher and subscriber. Finding a balance 
between user privacy and the necessary personality-match-
ing data has become critical and necessary while simultane-
ously safeguarding the PS system against collusion attacks. 
The subject of user and location privacy covered in the lit-
erature is discussed in the next subsections.

4.8.1  User Privacy

Another privacy concern is how a fog client makes use of 
fog services. In the event of a smart grid, for example, the 
smart meter reading will reveal much information about a 
household, such as when no one is home and when the TV 
is turned on, which violates the user’s privacy. Even though 
privacy-preserving technologies for smart meters have been 
developed, they cannot be employed in fog computing since 
there is no corresponding hardware, such as a battery, or 
a responsible third party (such as a smart meter in a smart 
grid). The fog node can quickly gather user usage statistics. 
One simplistic method is for the fog client to create fictitious 
jobs and distribute them across numerous fog nodes, hiding 
its real work amid the fictitious tasks. However, this tactic 
will cost the customer of the fog more money and waste 

attacks, and eavesdropping. ANAA-Fog achieves these 
security benefits while ensuring efficiency and scalability. 
ANAA-Fog is structured around three stages: registration, 
authentication, and revocation. In the registration stage, 
each vehicle generates its unique public and private keys, 
sending the public key to the fog node. During authentica-
tion, the vehicle sends a request message to the fog node, 
which generates a random challenge and forwards it to the 
vehicle. The vehicle signs the challenge using its private key 
and sends it back to the fog node for verification. Upon suc-
cessful authentication, the fog node responds to the vehicle, 
confirming its authenticity. In case of any malicious activity, 
the fog node has the capability to revoke a vehicle’s access 
during the revocation stage. ANAA-Fog exhibits superior 
performance in terms of communication overhead, compu-
tation overhead, and security level.

In [104], the authors have presented an intelligent fog 
computing surveillance system designed for crime and vul-
nerability identification and tracing. Utilizing a network of 
cameras and sensors in public spaces, the system captures 
real-time data, which is then subjected to analysis using 
machine learning algorithms to detect potential threats and 
vulnerabilities. The system also enables tracking of individ-
uals and vehicles, facilitating the identification and tracing 
of suspects. The paper highlights several potential benefits, 
including enhanced security and safety in public areas and 
improved incident response. However, the effectiveness of 
the system relies heavily on high-quality data and sensors 
and may raise concerns regarding privacy.

4.8  Privacy Preserving Security

Fog computing is one of the most prevalent examples of edge 
systems and a part of the broader Internet of Things concept 
(IoT). It is best defined as the movement of computing, ide-
ally closer to devices near the end user. Due to the inherent 
decentralization of fog computing, the security and privacy 
techniques currently used in cloud computing infrastruc-
tures are ineffective. The leakage of personal information 
like date, location, and usage is getting more attention when 
end users use services like IoT, wireless networks, and cloud 
computing, Fog nodes, which are located closer to end users 
and have access to more sensitive data than remote clouds 
that are a part of the core network, provide extra challenges 

Table 10  Analysis of user privacy security in fog computing
Ref. No. Methods Application Advantages Disadvantages
[105] Sampling perturbation encryption 

method
IoT Application Efficient minimize redundant data and 

privacy-preserving for users
Time 
Consumption

[106] High-order Bi-Lanczos approach Industrial Application Efficient, secure storage consumption High energy cost 
consumption

[107] Integer linear programming (ILP)
model

IoT Application High Secure data transmission with low 
delay

Energy 
consumption
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fog nodes cooperate, a fog client that uses multiple fog ser-
vices in different locations may reveal its journey trajectory 
to the fog nodes. A person’s or a vital object’s location pri-
vacy is jeopardized as long as such a fog client is linked to 
them. If the fog client always selects the nearest fog server, 
the fog node may be particular that the fog client using its 
computational resources is closed. Location privacy can 
only be preserved through identity obfuscation, which stops 
the fog node from recognizing the fog client even while it is 
aware of its proximity. There are several techniques to hide 
one’s identity; for example, the authors generate fake iden-
tification for every user with the assistance of a responsible 
third party as shown in Table 11.

A fog node is not needed to select the node nearest to it. 
Instead, it makes its own decision among the fog nodes it 
may access depending on criteria like load balance, reputa-
tion, latency, etc. In this scenario, the fog node can only 
roughly determine where the fog client is. However, once 
the fog client uses several fog nodes in a particular area to 
process data, its position can be constrained to a small area 
because it must be placed where the various fog nodes’ cov-
erage intersects. The method used in this instance can be 
used to ensure location privacy [108].

Fog computing will aid in the unrestricted expansion of 
location services, and because of this, more robust and more 
secure methods for location privacy are required. Location 
obfuscation is one method we utilize to change the user’s 
location information. It is possible to do this either irrevo-
cably or reversibly. To resolve the tension between privacy-
preserving security and query quality brought on by the 
precision of location information, a clustering technique 
that tries to reduce outliers and is based on the k-anonymity 
location privacy-preserving model is proposed. The con-
struction of an anonymous group in the anonymous model 
is realized using this technique. The distribution of users 
in the anonymous group is fair. Instead of using the user’s 
location, it is suggested to use the center of the anonymous 
group [109].

In [110] authors have developed a novel energy-efficient 
location privacy-preserving (ELPP) strategy for vehicle 
networks by utilizing intimate social fogs (SIF). ELPP is 
based on three state-of-the-art techniques. First, ELPP sends 

more time and resources. A different choice would be to 
intelligently split the application to ensure that the offloaded 
resource usages do not reveal personal information.

The suggested sample perturbation encryption method 
safeguards data privacy from prying eyes and active attack-
ers without sacrificing data correlation. It also makes it 
easier to decode and decompress encrypted sampling data 
simultaneously. Additionally, the established data process-
ing method at fog nodes dramatically lowers the number 
of redundant data transmissions, and the formulation of an 
optimization model for the measurement matrix ensures the 
high accuracy of data reconstruction at the end user [105].

The High-order Bi-Lanczos (HOBI-Lanczos) technique 
has proven exceptionally effective in analyzing hetero-
geneous data in industrial applications [106]. This study 
suggests a ground-breaking HOBILanczos method for 
industrial data applications that protects user privacy and 
uses cloud-fog computing tensor trains. Specifically, a pri-
vacy-protecting industrial data analysis method based on 
tensor trains and cloud-fog computing is initially proposed. 
Fogs and clouds may safely analyze industrial data for large-
scale tensors delivered in tensor train format with the aid of 
the suggested methodology. This approach also provides a 
HOBILanczos mechanism for privacy protection.

An integer linear programming (ILP) model and dynamic 
programming technique were developed to optimize the 
amount of successfully served IoT data jobs with sufficient 
security requirements while minimizing the end-to-end 
transmission delay. An efficient and privacy-preserving 
carpooling system that offers conditional privacy, one-to-
many matching, destination matching, and data audibility 
was also proposed via blockchain-assisted vehicular fog 
computing. Data are relevant to carpooling are stored on a 
private blockchain [107]

4.8.2  Location Privacy

Location privacy in fog computing primarily refers to the 
privacy of the fog locations of the client. The fog node that 
receives the tasks can deduce if the fog client is close by or 
further away from other nodes because a fog client often 
offloads its work to the closest fog node. Furthermore, if the 

Table 11  Analysis of location privacy for fog computing
Ref. No. Methods Application Advantages Disadvantages
[108] Location Privacy Using Data Obfuscation GPS High privacy and feasibility

Minimum latency
Energy 
consumption

[109] K-anonymity Location Privacy Algorithm Network Application Secure location privacy with high 
QoS

Query service will 
be implemented

[110] Energy-efficient location
privacy-preserving (ELPP) scheme

VANET application Energy-efficient, fast and secure. vulnerability

[111] lightweight Utility-based Delegated Byzantine 
Fault
Tolerance protocol

5 G communication Secure, private, and fast The focus will 
apply to mobility 
and traffic density
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existing approaches reported in the literature, extracted from 
IEEE, Springer, etc., were analyzed to find the challenges. 
Accordingly, Figs. 5,6 and 7 display the existing research 
on fog computing based on the percentage of each challenge 
mentioned above. We found that privacy makes up 50% 
of the research, followed by identification and password 
protection making up 41 and 18%, then dependability or 
assaults as cyber security with 9%. Furthermore, research-
ers saw 43% of data distribution in recently published pub-
lications mentioning the availability of data, secure sharing 
technology, or security applications, where several obsta-
cles were caused by weather. Here, we understood that a 
communication link in 57% of data processing is portrayed 
in documents as a difficulty.

Recent deployments and experimental studies (2021–
2024) indicate that while proposed fog security models dem-
onstrate strong theoretical robustness, their performance 
in real-world environments is less uniform. For instance, 
PKI- and blockchain-based schemes improve authentication 
and trust, but they often incur significant energy costs on 
resource-constrained fog nodes, limiting scalability in dense 
IoT deployments. Similarly, biometric and multi-factor 
access control approaches enhance resilience against imper-
sonation and theft attacks, yet user adoption barriers such 
as privacy concerns, usability, and sensor reliability hinder 
widespread deployment. Case studies in smart healthcare 
and industrial IoT show that lightweight cryptographic pro-
tocols and machine-learning-based anomaly detection can 
be successfully implemented, but latency and interoperabil-
ity remain practical challenges when integrating heteroge-
neous fog nodes. These findings suggest that the long-term 
viability of fog security models depends not only on their 
cryptographic strength but also on their operational adapt-
ability, cost-efficiency, and user acceptance, highlighting 
a gap between theoretical security guarantees and deploy-
ment-ready solutions.

a sizable number of LBS requests to their SIF for process-
ing. The essential insight is that greater computer efficiency 
for location privacy preservation can compensate for some 
communication delays. Second, adding a journey plan-
based LBS content pre-caching mechanism enables quick 
and adaptable retrieval and distribution of the LBS con-
tents. Thirdly, to guarantee confidentiality, ELPP randomly 
encrypts the data using access control encryption (ACE) 
[111].

In [112], the authors have presented a novel financial 
incentive scheme for cooperative location privacy preser-
vation in 5 G-enabled vehicle fog computing. This strategy 
uses blockchain-enabled consortium fog layers and smart 
contracts to guarantee dependable and secure cooperative 
pseudonym-altering operations (PCPs). It also enhances 
intelligent contracts to reduce transportation costs while 
retaining a higher level of location privacy. A strong and 
portable Utility-based Delegated Byzantine Fault Tolerance 
(U-DBFT) consensus mechanism is proposed to provide 
speedy and trustworthy block mining and validation.

5  Results and Discussion

The security challenges of fog computing can be catego-
rized as network, data processing, privacy, password pro-
tection and identification, attacks, information distribution, 
user and location, trust management, and virtualization. The 

Fig. 7  Privacy security analysis based on recent research

 

Fig. 6  Data security analysis based on recent research

 

Fig. 5  Network security analysis based on recent research
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and authentication is problematic. We understand that the 
blockchain approaches utilized to improve sensor networks’ 
efficiency through lightweight algorithms have been intro-
duced in recent years. However, the efficient classification 
to detect attacks to prevent communication and fast perfor-
mance is a major problem in fog computing. Thus, Artificial 
Intelligence and blockchain approaches can be combined 
[113–116] to achieve low latency, limited resources, low 
computation, and complexity to promote reliability in 
fog computing through intelligent contracts and learning 
approaches. Besides, the combined blockchain-based Arti-
ficial Intelligence methodology is utilized to improve the 
efficiency of the sensor network’s detection of attacks in 
a reasonable timeframe. So, this combined methodology 
will be recommended to solve the vulnerability issue with 
network security. A research paper reported 31% of attack-
based vulnerability problems [117]. Response time will 
grow, and numerous computing resources will be squan-
dered if the protocols are insufficient.

Two major issues of the network are latency and attacks. 
Latency, cost, and energy consumption are resolved using a 
framework that combines fog computing with the security 
features offered by SDN and Artificial Intelligence [118, 
119]. Since SDN technology has allowed such instructions 
to be propagated around the whole networking, cloud com-
puting facilitates moving data centers closer to customers. 

5.1  Discussion of Network Security

Identifying the challenges and resolving these issues is 
essential to strengthening network security. By increasing 
the development of fog computing, the number of end users 
also increases daily. In this manner, the network is classi-
fied into five major topics: Authentication, Access Control, 
Detection systems, Trust Management, and Virtualiza-
tion. Initially, the critical role system of the Authentication 
approach was analyzed through recent methodology, mer-
its, demerits, and application under the subdivision topic 
of Biometric Authentication, PKI, and Password-based 
Authentication.

An efficient and privacy-preserving carpooling sys-
tem offers data audibility and specializes in conditionally 
anonymous user authentication. As threats and vulnerabili-
ties have increased, an authentication procedure and vari-
ous authentication approaches have been developed using a 
novel key exchange algorithm, lightweight algorithm using 
blockchain, lightweight encryption algorithm, and certifica-
tion graph protocol. Corresponding to that, Low Computa-
tion, Reliability, Energy Consumption, Lightweight, and 
High Speed are authentication challenges under many appli-
cations, such as Cyber, Communication, Healthcare, etc., as 
shown in Fig. 8.

Secondly, the remaining subdivision topics, such as 
Access control, Virtualization, Trust Management, and 
Detection systems, were analyzed to determine the issues in 
network security of cloud service research. Figure 9 presents 
the network security challenges. According to that, various 
methods or technologies are provided to solve the network 
security issues like latency, cost, energy consumption, lack 
of detection of attacks, and inaccurate decision-making.

The Scalability, Resource attacks, Energy Consump-
tion, Latency, and computation will be concentrated on the 
implementation of Network Security required to solve the 
network security issues.

5.2  Solution for Network Challenges

In this research, authentication based on network security 
has various approaches to handle encryption efficiency 
using blockchain. These include key-based protocols and 
Elliptic Curve Diffie–Hellman Ephemeral (ECDHE) key 
exchange algorithm to achieve low latency. Sybil attacks, 
Secret Leakage attacks, Replay Attacks, Insider attacks, 
Theft attacks, etc., are detected to enhance the authentication 
approaches. In addition, the lightweight algorithm also con-
siders authentication performance with minimum complex-
ity. Each fog node must have issued the access permission 
for users’ identities at letting user access method. Finding a 
technique that works in fog computing for rapid delegation 

Fig. 9  Network security-based challenges
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5.4  Solution for Data Processing Challenges

The data processing of edge devices reduces fragmenta-
tion, resource use, and crucial data transmission amid IoT 
devices and a centralized fog system. Fog service providers, 
who act as a conduit between endpoint devices and cloud 
servers, are in charge of managing and configuring publicly 
available fog nodes. These nodes offer endpoint services 
that allow the processing, storing, and evaluation the data. 
SDN techniques provide efficient data processing and help 
to enhance the efficiency of data processing with minimum 
delay. As devices develop huge amounts of data, it becomes 
harder, demanding quick and effective data processing. So, 
the efficient optimization approach can be used to reduce 
the redundant data. Besides, the storage-based algorithm 
for data distribution in fog nodes is to be considerable for 
handle the large data. In addition, to enhance confidentiality, 
availability, and integrity, the blockchain technology can be 
used in fog computing to handle data effectively. Despite 
this, data ownership, computation, and cost ownership will 
be implemented using VANET combined with blockchain 
[120, 121].

5.5  Privacy–Based Security Analysis

The analysis of privacy security in fog computing has had a 
significant impact in recent years because the type of infor-
mation sent to whom it is sent is decided by only the users, 
not the unauthorized user. It must apply to users and their 
activities when exchanging, gathering, transmitting, and 
processing sensitive data on fog nodes.

Privacy security for users and their locations has been 
considered in recent days. Issues such as latency, cost, loca-
tion, and feasibility, reduce the quality of services in fog 
computing. In this manner, user and location privacy are 
discussed in this paper in Table 11. Based on this, the loca-
tion privacy algorithm, encryption approach, lightweight 
false tolerance, and privacy-preserving scheme for energy 
preserving are provided to resolve the issues above in vari-
ous IoT-based applications. The collected survey paper 
based on privacy issues is provided in Fig. 11.

Despite this, the lack of visibility and virtualization is a 
major problem in enhancing fog computing performance 
in privacy security. Specifically, lack of visibility increases 
vulnerability to security risks and makes it difficult to track 
down and fix performance issues. The lack of real-time 
data makes it impossible to see trends that point to emerg-
ing issues, which results in increased downtime and disrup-
tions. In addition, location awareness is essential to avoid 
mutitendency.

The fog nodes function to push changes across the network 
as regional decision-making components interacting with 
software-defined networking (SDN). Efficient decision-
making and accurate recognition are performed to detect the 
attacks on the network by learning approaches.

5.3  Data Processing

When a large number of users are utilizing fog computing, 
each processing of data or information and distribution is 
challenging one in fog computing to its storage and resource 
availability. Database design is essential to allocate the opti-
mum storage area for processing and deciding to reach the 
users. Besides, promoting data availability and confiden-
tiality is essential when users distribute the data. Because 
of this, the authority processing the data in the real-time 
application is controlled. The information above encour-
ages analyzing data security in fog computing. In this man-
ner, efficient data processing relevant security issue analysis 
is provided according to the recent research approaches in 
this review paper. Data processing in fog computing is ana-
lyzed, including the merits and demerits of applications. 
The access control approach for efficient storage, novel soft-
ware designing, and optimization algorithm for handling the 
redundant and excess data are used in data processing of 
fog computing. Besides, data security challenges, such as 
low availability of resources, data distribution speed, low 
detection of attacks, computation, cost, and latency, can be 
resolved using the recent approaches provided in Tables 9 
and 10.

However, cloud services do not appropriately handle 
redundant data, illegal sharing of data, unauthorized access, 
and data altering. In addition, the difficulty of data security 
is presented in Fig. 10. According to that, and more atten-
tion is needed to developing user-friendly and efficient fog 
computing to achieve confidentiality, availability, and integ-
rity in the data processing.

Fig. 10  Data security issues

 

1 3

Page 23 of 29     14 



International Journal of Networked and Distributed Computing           (2026) 14:14 

intrusion detection and reduce dependency on centralized 
cloud analysis.

6.2  Software-Defined Networking (SDN) for 
Dynamic Access Control

SDN offers programmability and centralized visibility that 
can complement fog’s distributed architecture. Research 
should focus on implementing flow-based access control 
policies at fog gateways, enabling rapid mitigation of unau-
thorized access attempts. Dynamic SDN policies can also 
help balance latency, efficiency, and security, especially in 
time-sensitive applications such as healthcare and vehicular 
networks.

6.3  Lightweight Cryptographic Mechanisms

Fog devices demand security solutions that do not impose 
excessive computational or energy overhead. Future studies 
should examine lightweight encryption standards, elliptic 
curve cryptography (ECC), and post-quantum algorithms 
tailored for constrained devices. Benchmarking these 
schemes against fog-specific workloads would guide practi-
cal adoption.

6.4  Addressing Insider Threats and Trust 
Management

Insider threats remain underexplored in fog computing 
security. Novel frameworks integrating reputation-based 
trust systems and behavioral monitoring can help detect 
compromised fog nodes. Combining trust evaluation with 
decentralized consensus mechanisms (e.g., blockchain) 
could further strengthen resilience.

6.5  Quantitative and Temporal Security Analysis

Beyond qualitative surveys, future work should present 
quantitative metrics (e.g., percentage of studies addressing 
each vulnerability) and temporal trends in security research. 
Such analyses would highlight progress over time and iden-
tify underexplored areas requiring urgent attention.

7  Conclusion

In conclusion, fog computing represents a hierarchical 
architecture consisting of cloud–fog–device tiers. Unlike 
purely cloud-centric models, this hierarchy introduces a 
degree of decentralization by distributing resources and 
services closer to end-users, thereby reducing latency and 
improving responsiveness. This review has analyzed major 

5.6  Solution of Privacy Issues of Location and User

This study examined the issues of users and location pri-
vacy. Privacy is one of the users’ significant concerns about 
their information in the fog for different reasons. The data 
from IoT devices in the physical world should be collected 
and encrypted to enhance data privacy during data transmis-
sion. As emphasized in the research, the most crucial feature 
of privacy is that the node location is concealed. In [122], a 
mechanism for disguising the location of automobiles on the 
online platform to accommodate fog from other networks is 
introduced. The research investigated multi-tendency and 
visibility issues of location and user privacy, which Artifi-
cial Intelligence and blockchain technologies can resolve. 
Specifically, AI effectively handles feature selection and 
recognition. Big data handling aids in the privacy restruc-
turing for both the location and the user. Blockchain pro-
vides distributed database to securely keep a document or 
information to establish high-level security in fog comput-
ing [123–126].

6  Future Enhancement

Fog computing security continues to face evolving threats 
due to its distributed, resource-constrained, and hetero-
geneous nature. While existing approaches address sev-
eral vulnerabilities, there remain critical gaps that future 
research should explore. Below, we outline concrete and 
actionable directions:

6.1  Lightweight AI for Fog Security

Resource limitations of fog nodes make heavy models 
impractical. Future work should investigate lightweight AI 
approaches such as TinyML for anomaly detection, feder-
ated learning for privacy-preserving training across dis-
tributed fog nodes, and reinforcement learning for adaptive 
threat response. These techniques can enhance real-time 

Fig. 11  Privacy issue of fog computing
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security challenges such as malware, node attacks, virtual-
ization risks, and privacy concerns, while also evaluating 
mitigation techniques. The discussion highlights underex-
plored areas, including lightweight cryptographic methods, 
fog-specific insider threat detection, and advanced security 
mechanisms such as homomorphic encryption and block-
chain-based authentication. Furthermore, future research 
directions—such as lightweight AI models for anomaly 
detection on resource-constrained devices and SDN-
enabled dynamic access control—offer concrete pathways 
for enhancing fog security. Overall, while fog computing 
maintains a hierarchical structure, its partial decentraliza-
tion provides significant opportunities to strengthen security 
and resilience in next-generation networks.
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